Fiscal Year 2024 State & Local Cybersecurity Grant Program
for Local & Tribal Governments (SL) — Notice of Interest (NOI)

Section I. Applicant Information (Not Scored)

Local or Tribal Government Entity (must meet the federal definition of Local Government in 6 U.S.C.
§101(13) or Tribal Government in 6 U.S.C. §665(g)(a)(7) and be located in California)

City of Visalia

Physical Address of Local or Tribal Government Entity:

Street

315 East Acequia

City State Zip Code County
Visalia CA 93291 Tulare
Mailing Address, if different:

Street

City State Zip Code

Unique Entity Identifier (UEI): MKMLBONR8YK3

Federal Employer ID Number (FEIN): 9460000449

Welbsite/URL of the Organization: www.visalia.city

Avuthorized Agent/Tribal Chairperson Contact Information:

Name Title/Role

John Howison

Information Services Manager

Telephone Number

Email

559-713-4122

john.howison@visalia.gov

Primary Point of Contact Information:
Name

Title/Role

Chris Terry

Information Systems Analyst

Telephone Number

Email

559-713-4018

chris.terry@visalia.gov

Funding Requested (Maximum of $250,000)

250,000

Please check this box if the Applicant is willing to accept less than

the full amount requested based on scoring, proposal selection, and ]

availability of grant funding:

If partial grant funding can be accepted, please identify in whole dollars 50.000
the minimum amount of grant funding that will be accepted: -
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https://uscode.house.gov/view.xhtml?path=/prelim@title6/chapter1&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid%3AUSC-prelim-title6-chapter1-subchapter18-partA&saved=%7CKHRpdGxlOjYgc2VjdGlvbjo2NjVkIGVkaXRpb246cHJlbGltKQ%3D%3D%7C%7C%7C0%7Cfalse%7Cprelim&edition=prelim

FY2024 SLCGP Local & Tribal NOI

Section Il. Alignment with California Cybersecurity Plan & SLCGP Objectives (40 Points Total)

Describe the proposed project(s) and how each project will fill identified, critical
cybersecurity capability gaps.

a. Thoroughly describe the project(s) being proposed, outlining the various elements or stages
involved to implement and complete the project(s), including how the project aligns with one or
more of the SLCGP Objectives and implements any applicable cybersecurity best practices as
outlined in the California SLCGP Cybersecurity Plan. Please refer to the FY 2024 SLCGP Program
Supplemental and the FY 2022 and FY 2023 NOFOs for more information and additional
considerations. (2,200 characters max with spaces; 20 points)

Our proposed project focuses on enhancing the cybersecurity infrastructure by replacing outdated firewalls and implementing an Information and
Event Management (SIEM) system. The project will have three stages:

1. Assessment and Planning: Conduct a comprehensive assessment of current firewall infrastructure to identify vulnerabilities and gaps. This
phase also includes developing a plan for the implementation of next-generation firewalls that are capable of advanced threat detection and
response.

2. Firewall Replacement: Replace legacy firewalls with state-of-the-art firewalls that support advanced security protocols, including intrusion
prevention, deep packet inspection, and threat intelligence integration. This upgrade will significantly reduce exposure to external threats while
ensuring compliance with cybersecurity best practices.

3. SIEM Implementation: Deploy a centralized SIEM system to enhance real-time threat detection, monitoring, and incident response across the
network. The SIEM will aggregate and analyze security events from firewalls, endpoints, and other critical systems to provide actionable insights
and improve the speed of response to potential threats.

This project directly aligns with the SLCGP Objective 1 of enhancing cybersecurity capabilities and Objective 2 of addressing risks and threats, as
outlined in the California SLCGP Cybersecurity Plan. The implementation of best practices, such as NISTs Cybersecurity Framework and Center
for Internet Security controls, will ensure that the proposed upgrades enhance the security and resilience of critical systems.

b. Describe how the proposed project(s) align with one or more of the 16 cybersecurity plan
elements and any of the associated statewide priorities addressed in the California SLCGP
Cybersecurity Plan. Please refer to the cybersecurity plan and the FY 2022 and FY 2023 NOFOs
(see Appendix C, Cybersecurity Plan, Required Elements, in the NOFOs) for additional information
on the cybersecurity plan elements. (2,200 characters max with spaces; 20 points)

Confidential
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https://www.caloes.ca.gov/wp-content/uploads/Homeland-Security/Documents/California_Cybersecurity_Plan_FINAL_v1.5.5_20230921.pdf

FY2024 SLCGP Local & Tribal NOI

Section lll. Impact(s) of Loss of Network Availability (40 Points Total)

a. Describe your organization's mission/objectives and how your network supports these.
(2,200 characters max with spaces; 20 points)

The City's mission is to provide efficient, reliable, and secure public services that ensure the safety,
well being, and economic success of our community. We are committed to providing the public
essential services that improve quality of life, promote public health, and support local economic
growth.

Our network is critical in achieving these objectives by serving as the backbone for the wide range
of services we offer. From public safety to infrastructure management, nearly every aspect of our
city's operations relies on a secure and stable network. For example, the network supports law
enforcement and emergency response systems, enabling communication and coordination between
first responders during emergencies. This ensures that we can fulfill our responsibility to protect
public safety and respond efficiently.

The network also plays a vital role in facilitating economic activities within the community. It supports
online services for businesses and residents, including permitting, tax collection, and utility billing.
By ensuring these digital services are available and secure, we promote economic development and
enhance the efficiency of municipal operations. Moreover, the network supports internal processes
like resource planning, financial management, and data storage, allowing us to manage public
resources responsibly.

b. Describe how your network's loss of availability would impact security, economic security, public
health or safety, or any combination of those matters. (2,200 characters max with spaces;
20 points)

Confidential
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FY2024 SLCGP Local & Tribal NOI

Section IV. Cybersecurity Posture Maturity Level (40 Points Total)

Describe the Applicant’s current cybersecurity governance, infrastructure, and capabilities and
how SLCGP funding will help improve them.

a.

Describe to what degree the Applicant’s current cybersecurity posture aligns with the 16
Elements of Cybersecurity as identified in the California SLCGP Cybersecurity Plan (beginning on
p. 6) and how FY 2024 SLCGP funding will enhance and/or improve the existing posture.

(2,200 characters max with spaces; 20 points)

Confidential

b.

Describe the Applicant's current cybersecurity maturity as it relates to the functions of the
National Institute of Standards and Technology Cybersecurity Framework 2.0 and how SLCGP
funding will enhance and/or improve the existing cybersecurity maturity level. The Applicant
should ensure the proposed project(s) is/are an appropriate match to their cybersecurity
maturity level as indicated by their survey responses and address critical gaps.

(2,200 characters max with spaces; 20 points)

Confidential

C.

In addition to the narrative questions in this section, Applicants must complete an online survey
on their organization’s cybersecurity posture maturity. Upon completion of the survey, Applicants
must download a copy of their responses and attach as a PDF to submit with this NOI form;
proposals submitted without completing the survey may not be considered for funding.
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https://www.caloes.ca.gov/office-of-the-director/operations/homeland-security/california-cybersecurity-integration-center/cybersecurity-surveys/

FY2024 SLCGP Local & Tribal NOI

Section V. Cybersecurity Gap(s) (20 Points)

a. Describe how each proposed project will fill critical cybersecurity capability gap(s) identified by
the Applicant. (2,200 characters max with spaces; 20 points)

Confidential

Section VI. Proposed Budget (20 Points)

In this section, select Yes or No regarding applicable project related activities the organization plans
to expend with grant funds. Describe the activity and provide the cost estimate related to
cybersecurity enhancements of the organization. The maximum amount available for FY22 funds is
$82,500, the maximum available for FY23 is $167,500, for a total maximum request of $250,000.

NOTE: Due to the competitive process, changes to the scope of work are not permitted. Please ensure
the projects being proposed are well planned, as any funds that remain at the end of the period of
performance will be disencumbered.

Activity Description Cost

Planning FY22 FY23
NO

Organization
NO

Equipment

YES Purchase and installation of SIEM and Firewalls 62,500 | |167,500

Training

YES Training for City IT Staff on using and maintaining SEIM and Firewall 20,000

Exercise
NO

Management and Administration (not to exceed 5% of the total amount requested).
NO

Indirect Costs
NO

TOTAL COSTS (FY22 + FY23)
(This amount must match Funding Requested on Page 1) 250,000
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FY2024 SLCGP Local & Tribal NOI

Section VII. Milestones (20 Points)

Describe how the project(s) being proposed will be completed within the period of performance,
including a timeline with key milestones. Start dates should reflect the start of the associated key
acftivities and end dates should reflect when the milestone event will be completed. Applicants

should provide no more than 10 milestones.

10.

Milestone Start Date Completion Date
Project Planning, Bidding process 5/1/2025 6/16/2025
Procurement of Firewalls and SIEM 6/23/2025 8/11/2025
SIEM Deployment 8/11/2025 10/13/2025
Installation and Configuration of Firewalls 10/20/2025 12/22/2025
Staff Training on New Systems 1/19/2026 2/2/2026
Testing and Validation 21212026 3/9/2026
Final Review and Project Closeout 3/30/2026 4/6/2026
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FY2024 SLCGP Local & Tribal NOI
Section VIII. Population (Not Scored)

Check the box if the total population of the Applicant organization (e.g., county or city population
for county or city governments, enroliment for school districts, service population for special districts,
tribal membership for tribal governments, etc.) is less than 50,000 individuals.

Utilization of Additional Funds if Available (Not Scored)

If additional funds become available, how would you utilize the funds to expand or enhance your
proposed project(s)2 (2,200 characters max with spaces)

If additional funds become available, we would expand and enhance the proposed projects by incorporating cybersecurity
tools, extending coverage to critical infrastructure, and investing in workforce training. These enhancements would further
strengthen our organization’s ability to detect, prevent, and respond to cyber threats. FIDO2 Cards and Readers for Stronger
Authentication: With additional funding, we would implement Fido2 cards and readers to further enhance our authentication
mechanisms. FIDO cards offer a more secure, hardware-based form of multi-factor authentication, providing an additional
layer of protection for critical systems and data. This would mitigate risks associated with credential theft, phishing, and
unauthorized access, significantly enhancing our identity and access management capabilities. Phishing Simulations and
Training Software: Additional funds would also be used to deploy phishing simulation tools and cybersecurity training software
for all employees. Regular simulated phishing exercises would increase user awareness and reduce susceptibility to phishing
attacks. The training software would provide continuous education on recognizing social engineering and other cyber threats.
These enhancements would improve our security posture by mitigating human error risks and enchance defenses through
stronger authentication measures.

Applicant Certification Information

Before submitting, please review your responses and ensure that they are complete, including the
required survey. Submit the completed NOI, along with other required documents, via email to
StatelocalProjects@caloes.ca.gov

IMPORTANT NOTE: Submissions received after the deadline of Friday, September 27, 2024, 11:59 PM
PST will not be accepted and will be disqualified from continuing in the competitive application
process. No exceptions can be made. Please plan accordingly.

EI Applicant has completed the online cybersecurity posture maturity survey and downloaded
a PDF copy of their responses.

] | certify that the information provided, including population size, is complete and
correct to the best of my knowledge.

Name, Title/Role
E-mail Address
Phone Number

Chris Terry, Information Systems Analyst
Chris.Terry@visalia.gov
559-713-4018
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